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The Opinion Of The SAP Community

Benefit from Linux Security

T
he answer is no. Established security layers 
from the open source and Linux world are also 
certified for SAP landscapes. Supported by an 

automated solution, they can even simplify and 
increase IT security. There are many tried and 
tested features available for Linux that also im-
prove IT security in a sustainable manner, which 
can now be increasingly curated and certified for 
use in SAP landscapes.

Security Features 

One example is the SELinux security architecture, 
which defines access controls for a system‘s appli-
cations, processes, and files based on security 
policies. Since the end of last year, SELinux in Red 
Hat Enterprise Linux has also been certified by 
SAP for SAP production environments. In additi-
on, Linux operating systems for SAP solutions can 
also provide other security features. These inclu-
de preventing the use of unwanted applications 
and protecting business-critical data with net-
work-based hard disk encryption—for example, 
for SAP Hana data at rest.

SAP users also benefit in particular from the 
Red Hat Insights managed service, which includes 
specific rule sets for use in SAP. The service provi-
des risk analysis, proactive infrastructure ma-
nagement, and automated remediation of poten-
tial software security and configuration issues. 
Focusing on operations, security, and business, 
the service analyzes platforms and applications 
for security and performance risks, enabling bet-
ter management of SAP landscapes.

The Linux operating system for SAP landscapes 
also has several security-related certifications 
and validations. These include the Federal Infor-
mation Processing Standard (FIPS) and the Com-
mon Criteria for Information Technology Security 
Evaluation. Regular validations of applicable 
hardware and software versions provide users 
with greater flexibility. With a certified operating 

system for SAP solutions, laying the foundation 
for a highly secure digital core is now possible. 
However, the issue of security needs to be consi-
dered more holistically. For example, SAP users 
face the challenge of patching their IT landscapes 
quickly and securely, proactively monitoring busi-
ness-critical systems, and resolving problems 
immediately. They also need to be able to per-
form maintenance activities with virtually no 
downtime, for example for SAP Hana. This is whe-
re Ansible Automation comes in, providing auto-
mated support for security and incident manage-
ment processes, such as creating patch execution 
playbooks, even one specific to SAP operations.

Automation 

IT security automation offers organizations the 
opportunity to integrate siloed solutions, stan-
dardize processes, and improve overall IT securi-
ty. For example, organizations typically use a 
large number of individual security tools, and can 
overcome the challenges associated with mana-
ging these tools by implementing automated 
workflows based on a security automation solu-
tion.

An automation solution such as Red Hat Ansib-
le Automation Platform can be integrated with 
existing tools and processes using RESTful APIs 
and a self-service portal. For example, the follo-
wing security solutions can be integrated and 
orchestrated: SIEM (Security Information and 
Event Management), IDS (Intrusion Detection 
System) and IPS (Intrusion Prevention System), 
enterprise firewalls, PAM (Privileged Access Ma-
nagement) or endpoint protection platforms. This 
comprehensive integration and automation can 
simplify and improve IT security.

Examples from the non-SAP and open source 
world, such as SELinux, Red Hat Insights, or Red 
Hat Ansible Automation Platform, show how to 
achieve tighter security in IT.

The siloed security of traditional SAP environments is reaching its
limits in an era of increasing interconnectivity between SAP and non-SAP systems. 
Will this lead to compromises in process landscape security?

By Peter Körner, Red Hat

Linux is a platform 
for SAP ERP, from 
R/3 to ECC 6.0, and 
the sole operating 
system for Hana. 
Linux is at the fore-
front of open source 
innovation at SAP. 
This opinion piece 
primarily focuses on 
Linux/Hana archi-
tectures.
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